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I nt ro du c t i o n
Cre s tro n X iO  Clo ud™ G ate way s o f tware pro vide s e x pan de d co n f ig uratio n an d mo n ito rin g capabilitie s
f o r s uppo rte d th ird-party de vice s n o t co n n e cte d dire ctly to a Cre s tro n ® co n tro l pro ce s s o r. Th is
co n f ig uratio n allo ws f o r mo n ito rin g via Pin g , TCP, SN MP, an d th e Cre s tro n Drive rs f rame wo rk o ve r
Eth e rn e t. Po we r o n an d po we r o f f co mman ds can als o be e x e cute d f o r all th ird- party de vice s th at
s uppo rt th is f un ctio n ality. Cre s tro n X iO  Clo ud G ate way s o f tware re s ide s e n tire ly o n a re mo te s e rve r,
wh ich is in s talle d an d co n f ig ure d us in g s uppo rte d L in ux ® o pe ratin g s ys te m platf o rms .

Th is g uide pro vide s th e in s tallatio n pro ce dure s n e e de d to in s tall th e Cre s tro n X iO  Clo ud G ate way
packag e o n a R e d H at En te rpris e L in ux ® o r Ce n tO S® L in ux s e rve r platf o rm, as we ll as pro ce dure s f o r
co n f ig urin g vario us Cre s tro n X iO  Clo ud G ate way f e ature s .

NO T E:  Fo r mo re in f o rmatio n o n claimin g an d mo n ito rin g s uppo rte d th ird-party de vice s us in g
Cre s tro n X iO  Clo ud G ate way s o f tware , re f e r to th e X iO  Clo ud® Se rvice Th ird- Party De vice
Mo n ito rin g Co n f ig uratio n G uide .

https://www.crestron.com/getmedia/1622de5c-6ae0-4de7-b447-147c3cb5c43f/mg_cg_xio_cloud_service_third-party_device_monitoring
https://www.crestron.com/getmedia/1622de5c-6ae0-4de7-b447-147c3cb5c43f/mg_cg_xio_cloud_service_third-party_device_monitoring
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P rerequ i si t es
En s ure th e f o llo win g pre re quis ite s are me t prio r to in s tallin g th e Cre s tro n X iO  Clo ud G ate way s e rve r.

NO T E:  Cre s tro n X iO  Clo ud G ate way is s o f tware th at run s o n a cus to me r-s upplie d R e d H at
En te rpris e  L in ux s e rve r. Cre s tro n is re s po n s ible f o r ke e pin g th e Cre s tro n X iO  Clo ud G ate way
s o f tware up to date an d will pro vide s e curity patch e s wh e n n e ce s s ary.

l Th e I T admin is trato r ( in s talle r) h as a wo rkin g kn o wle dg e o f L in ux platf o rms an d co mman ds .
l Th e I T admin is trato r is re s po n s ible f o r th e f o llo win g tas ks :

o Ke e pin g th e s e rve r o pe ratin g s ys te m up to date
o En s urin g th e s e rve r is co mplian t with curre n t s e curity s tan dards
o I n te g ratin g th e s e rve r in th e co rpo rate auth e n ticatio n pro vide r ( L DA P, A ctive  Dire cto ry®

s e rvice , O A uth , an d o th e rs )
o Co n f ig urin g us e r acce s s to th e s e rve r
o Co n f ig urin g th e we b s e rve rs , in cludin g th e rig h ts to th e path o f th e Cre s tro n X iO  Clo ud

G ate way we b us e r in te rf ace pag e s .
l O n e o f th e f o llo win g L in ux platf o rms is in s talle d o n a ph ys ical o r virtual mach in e :

NO T E: I n s tallatio n o n a virtual mach in e is re co mme n de d.

o R e d H at En te rpris e L in ux Se rve r 8 . 2 s o f tware ( 6 4- bit ve rs io n ) o r g re ate r
o A lmaL in ux O S® Se rve r 8 . 3 s o f tware ( 6 4- bit ve rs io n ) o r g re ate r
o R o cky L in ux ™ Se rve r 8 . 4 s o f tware ( 6 4- bit ve rs io n )  o r g re ate r

l Th e s e rve r me e ts th e f o llo win g re quire me n ts af te r th e L in ux platf o rm h as be e n in s talle d:
o CP U : 4 Co re s o r h ig h e r
o RAM : 16 G B o r h ig h e r
o D i sk sp ac e : 2 0 0 G B o r h ig h e r

l Th e s e rve r mus t be de dicate d to run th e Cre s tro n X iO  Clo ud G ate way s e rvice o n ly.
l Th e s e rve r mus t be able to run th e A pach e ® 2 . 4. 3 7 ( o r late r) we b s e rve r, wh ich is in s talle d as part

o f th e Cre s tro n X iO  Clo ud G ate way in s tallatio n packag e .
l Fo r R e d H at En te rpris e L in ux in s tallatio n s , th e R e d H at® s e rve r mus t be re g is te re d with

www. re dh at. co m .

https://www.redhat.com/
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I nst al l at i o n
U s e th e f o llo win g pro ce dure s to in s tall th e Cre s tro n X iO  Clo ud G ate way packag e o n to th e L in ux
platf o rm. I f mig ratin g to Cre s tro n X iO  Clo ud G ate way s o f tware f ro m Cre s tro n Virtual Co n tro l, re f e r
als o to A ppe n dix C: Mig rate f ro m Cre s tro n Virtual Co n tro l o n pag e 10 .

NO T E: Th e s e pro ce dure s as s ume th at th e R e d H at En te rpris e L in ux s e rve r platf o rms h ave alre ady
be e n in s talle d an d me e t o r e x ce e d th e s pe cif icatio n s de s cribe d in Pre re quis ite s o n pag e 2 . Th e
s ubs criptio n man ag e r f o r th e R e d H at s e rve r platf o rm mus t als o be co n f ig ure d prio r to in s tallatio n .

I nst al l t he Crest ro n Xi O   Cl o u d Gat eway
P ac k age
To in s tall th e Cre s tro n X iO  Clo ud G ate way packag e o n to th e L in ux platf o rm:

1. Do wn lo ad th e Cre s tro n X iO  Clo ud G ate way f ile packag e f ro m th e S o f t ware & Fi rmware re s o urce
pag e at www. cre s tro n . co m/Suppo rt/R e s o urce - L ibrary .

2 . L o g in to an acco un t with s udo privile g e s o n th e L in ux platf o rm wh e re th e Cre s tro n X iO  Clo ud
G ate way packag e will be in s talle d.

3 . Co py th e packag e ZI P f ile to a lo catio n o n th e L in ux platf o rm.

4. O pe n a n e w te rmin al win do w.

5. Ch an g e dire cto rie s to th e lo catio n o f th e ZI P f ile , an d th e n is s ue th e f o llo win g co mman d to un z ip
th e packag e , wh e re <version> is th e ve rs io n n umbe r o f th e packag e f ile :

sudo unzip xiocloudgateway_<version>.zip

6 . Ch an g e dire cto rie s to th e lo catio n o f th e un z ippe d packag e f ile (xiocloudgateway) .

7 . I s s ue th e f o llo win g co mman d to update th e pe rl- libs packag e prio r to in s tallin g Cre s tro n
X iO  Clo ud G ate way. Th e in s tallatio n will f ail if th e pe rl-libs  packag e is n o t update d.

sudo yum install -y perl-libs

8 . I s s ue th e f o llo win g co mman d to s tart th e in s tallatio n . Th e s cript in s talls an y R PM f ile
de pe n de n cie s prio r to run n in g th e Cre s tro n X iO  Clo ud G ate way R PM f ile .

sudo ./installXiocloudgateway.sh

9 . En te r y wh e n pro mpte d to co n f irm th e in s tallatio n .

10 . W h e n pro mpte d, s e t th e dire cto ry wh e re Cre s tro n X iO  Clo ud G ate way applicatio n s will be
in s talle d. Pre s s Ent er to us e th e de f ault dire cto ry (/opt/crestron) .

https://www.crestron.com/Support/Resource-Library
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NO T E:  Cre s tro n X iO  Clo ud G ate way can n o t be in s talle d in th e /ho me dire cto ry.

11. W h e n pro mpte d, s e t th e R e dis po rt n umbe r. R e dis is us e d as a databas e f o r Cre s tro n X iO  Clo ud
G ate way pro ce s s e s . Pre s s Ent er to us e th e de f ault R e dis po rt value .

12 . En te r th e ro o t acco un t pas s wo rd wh e n pro mpte d to h ave th e Cre s tro n X iO  Clo ud G ate way
in s talle r ch e ck wh e th e r th e MariaDB® databas e s e rve r is in s talle d. Th e MariaDB databas e s e rve r
is in s talle d auto matically if it is n o t alre ady. I f th e ro o t acco un t pas s wo rd is n o t s e t, yo u will be
pro mpte d to cre ate an d co n f irm a pas s wo rd.

NO T E:  MariaDB is a s calable databas e s e rve r us e d by th e Cre s tro n X iO  Clo ud G ate way s e rve r
to turn data in to s tructure d in f o rmatio n .

13 . En te r a n ame to us e f o r th e Cre s tro n X iO  Clo ud G ate way databas e . Pre s s Ent er to us e th e
de f ault databas e n ame (VirtualControl) .

14. En te r a us e rn ame to us e f o r th e Cre s tro n X iO  Clo ud G ate way acco un t. Pre s s Ent er to us e th e
de f ault us e rn ame (virtualcontrol) .

15. En te r a pas s wo rd f o r th e Cre s tro n X iO  Clo ud G ate way acco un t. Pre s s Ent er to us e th e de f ault
pas s wo rd ( ran do m s trin g ) .

16 . R e s tart th e R e d H at s e rve r.

A f te r re s tartin g , th e Cre s tro n X iO  Clo ud G ate way s e rvice s tarts auto matically with in 2 to 3 min ute s .

I nc rease t he M emo ry M ap p i ng Li mi t
To e n s ure th e Cre s tro n X iO  Clo ud G ate way s e rve r pe rf o rms o ptimally wh e n run n in g a larg e n umbe r o f
co n n e cte d de vice s , th e me mo ry mappin g limit mus t be in cre as e d f o r th e s e rve r.

To in cre as e th e me mo ry mappin g limit f o r th e Cre s tro n X iO  Clo ud G ate way s e rve r:

1. N avig ate to /et c / an d o pe n th e sysc t l .c o nf f ile in a te x t e ditin g pro g ram.

2 . A dd th e f o llo win g lin e to th e e n d o f th e f ile :

vm.max_map_count=262144

3 . Save an d e x it th e f ile .

4. I s s ue th e f o llo win g co mman d to apply th e ch an g e s with o ut a re bo o t:

sudo sysctl -p

https://mariadb.org/about/
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Ac c ess t he Web I nt erf ac e
To acce s s th e Cre s tro n X iO  Clo ud G ate way we b us e r in te rf ace af te r in s tallatio n , e n te r " h ttp: //
[Se rve rU R L ]/VirtualCo n tro l/co n f ig /s e ttin g s /" in to a s uppo rte d we b bro ws e r, wh e re [Se rve rU R L ] is th e
I P addre s s o r h o s tn ame o f th e L in ux platf o rm.

Th e Cre s tro n X iO  Clo ud G ate way us e r in te rf ace s uppo rts th e f o llo win g bro ws e rs :

l Ch ro me ® bro ws e r
l Fire f o x ® bro ws e r
l Micro s o f t Edg e ® bro ws e r ( ch ro mium- bas e d)
l Saf ari® bro ws e r

Th e S t at u s > D ev i c e I nf o pag e dis plays by de f ault.

Cre s tro n X iO  Clo ud G ate way W e b U s e r I n te rf ace

Th e f o llo win g co mman ds may be is s ue d wh ile th e Cre s tro n X iO  Clo ud G ate way s e rvice is run n in g :

l To ch e ck th e s tatus o f th e Cre s tro n X iO  Clo ud G ate way s e rvice wh ile it is run n in g , is s ue sudo
systemctl status xiocloudgateway.

l To re s tart th e Cre s tro n X iO  Clo ud G ate way s e rvice , is s ue sudo systemctl restart
xiocloudgateway.

NO T E: A f te r a re s tart, wait 2 to 3 min ute s f o r th e s e rvice to in itializ e be f o re atte mptin g to
acce s s th e we b co n f ig uratio n in te rf ace .

l To s to p th e Cre s tro n X iO  Clo ud G ate way s e rvice , is s ue sudo systemctl stop
xiocloudgateway.
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Up dat e t he Crest ro n Xi O   Cl o u d Gat eway
S erv i c e
W h e n a n e w ve rs io n o f th e Cre s tro n X iO  Clo ud G ate way s e rvice is available , a n o tif icatio n is dis playe d
o n th e to p o f th e we b us e r in te rf ace .

W e b U s e r I n te rf ace - U pdate N o tif icatio n

To update th e Cre s tro n X iO  Clo ud G ate way s e rvice f ro m th e L in ux platf o rm:

1. Do wn lo ad th e Cre s tro n X iO  Clo ud G ate way f ile packag e f ro m th e S o f t ware & Fi rmware re s o urce
pag e at www. cre s tro n . co m/Suppo rt/R e s o urce - L ibrary .

2 . L o g in to an acco un t with s udo privile g e s o n th e L in ux platf o rm wh e re th e Cre s tro n X iO  Clo ud
G ate way packag e will be in s talle d.

3 . Co py th e packag e ZI P f ile to a lo catio n o n th e L in ux platf o rm.

4. O pe n a n e w te rmin al win do w.

5. Ch an g e dire cto rie s to th e lo catio n o f th e ZI P f ile , an d th e n is s ue th e f o llo win g co mman d to un z ip
th e packag e , wh e re <version> is th e ve rs io n n umbe r o f th e packag e f ile :

sudo unzip xiocloudgateway_<version>.zip

6 . Ch an g e dire cto rie s to th e lo catio n o f th e un z ippe d packag e f ile (xiocloudgateway) .

7 . I s s ue th e f o llo win g co mman d to s tart th e in s tallatio n . Th e s cript in s talls an y R PM f ile s th at are
de pe n de n cie s f o r th e in s tallatio n prio r to run n in g th e Cre s tro n X iO  Clo ud G ate way R PM f ile .

sudo ./installXiocloudgateway.sh

8 . En te r y wh e n pro mpte d to co n f irm th e update .

Th e update may take up to 15 min ute s to co mple te . O n ce th e update h as co mple te d, th e Cre s tro n
X iO  Clo ud G ate way s e rvice s tarts auto matically with in 2 to 3 min ute s .

Up dat e t he Crest ro n D ri v er Framewo rk
W h e n a n e w ve rs io n o f th e Cre s tro n Drive r Frame wo rk is available , a n o tif icatio n is dis playe d o n th e to p
o f th e we b us e r in te rf ace .

NO T E : Th e ability to upg rade th e Cre s tro n Drive r Frame wo rk in de pe n de n t o f th e X iO  Clo ud
G ate way s o f tware is available in s o f tware ve rs io n 4. 0 0 0 2 . 0 0 0 3 3 an d late r.

https://www.crestron.com/Support/Resource-Library
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W e b U s e r I n te rf ace - U pdate N o tif icatio n

To update th e Cre s tro n Drive r Frame wo rk f ro m th e L in ux platf o rm:

1. N avig ate to th e s cripts f o lde r o f th e X iO  Clo ud G ate way in s tallatio n . I f th e f o lde r is in th e de f ault
lo catio n , th is can be do n e by is s uin g th e f o llo win g co mman d:

# cd /opt/crestron/virtualcontrol/scripts/

2 . I s s ue th e f o llo win g co mman d to e x e cute th e s cript an d do wn lo ad th e n e w Cre s tro n Drive r
Frame wo rk:  

# sudo ./downloadCrestronDriversRPM.sh

3 . I f a n e w ve rs io n o f th e Cre s tro n Drive r Frame wo rk is available , th e s cript will do wn lo ad th at
ve rs io n an d as k to in s tall it:

# Do you want to install crestron_drivers_sdk version XX.YYYY.ZZZZ?(Y/N) :

En te r Y to in s tall th e n e w Cre s tro n Drive r Frame wo rk o r N to can ce l.

Th e update may take up to 15 min ute s to co mple te . O n ce th e update h as co mple te d, th e Cre s tro n
X iO  Clo ud G ate way s e rvice s tarts auto matically with in 2 to 3 min ute s .
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Ap p endi x A: Enab l e Lo c al
S yst em Lo ggi ng
Th e Cre s tro n X iO  Clo ud G ate way s e rvice pro vide s s uppo rt f o r lo cal s ys te m lo g g in g . Sample sysl o g.c o nf
f ile s are pro vide d in th e in s tallatio n packag e th at may be mo dif ie d as n e e de d.

NO T E:  SEL in ux mus t be dis able d o n th e R e d H at platf o rm be f o re s ys te m lo g g in g can be e n able d.
Fo r mo re in f o rmatio n , re f e r to th e Cre s tro n Virtual Co n tro l Se rve r So f tware Pro duct Man ual .

To acce s s th e s ample . co n f f ile s , n avig ate to [Xi O Cl o u dGat ewayHo me ]/samp l es/c o nf _ f i l es , wh e re
[Xi O Cl o u dGat ewayHo me ] is th e h o me dire cto ry s e t durin g in s tallatio n .

To e n able lo cal s ys te m lo g g in g f o r th e Cre s tro n X iO  Clo ud G ate way s e rve r:

NO T E: L o cal Cre s tro n lo g f ile s are cre ate d in th e /v ar/l o g/c rest ro n/ dire cto ry.

1. Mo ve th e 50- def au l t .c o nf f ile f ro m [Xi O Cl o u dGat ewayHo me ]/samp l es/c o nf _ f i l es to th e
/et c /rsysl o g.d/ dire cto ry.

2 . O pe n th e 50- def au l t .c o nf f ile .

3 . Co n f ig ure lo cal lo g g in g s e ttin g s by co mme n tin g , un co mme n tin g , o r mo dif yin g th e appro priate
lin e s as f o llo ws :

a. U s e th e te mplate be lo w to cre ate a cus to miz e d lo g f o rmat f o r Cre s tro n lo g s :

$template crestron_template,"<%syslogseverity-text%> %timegenerated%
%HOSTNAME% %syslogtag% %msg%\n"

b. U s e th e te mplate be lo w to cre ate a cus to miz e d lo g f ile n ame pe r applicatio n ( U s e if a
s e parate lo g f ile is n e e de d f o r th e applicatio n in s te ad o f a co mmo n lo g f ile ) :

$template CUSTOM_LOGS,"/var/log/crestron/%syslogtag:F,58:1%.log"

NO T E: I n th e lo g f ile f o rmat abo ve , " F" is th e Fro mCh ar f ie ld, " 58 " is th e A SCI I value o f
th e de limite r, an d " 1" is th e f irs t f ie ld be f o re th e de limite r.

c. U s e th e te mplate be lo w to cre ate a s in g le lo g f ile f o r all applicatio n s :

$template SINGLE_LOG,"/var/log/crestron/crestron.log"

d. Co mme n t an y f ilte rs be twe e n lin e s 3 3 – 6 8 to s e n d th e co mme n te d ite m to th e s ys te m lo g
in s te ad o f th e s in g le lo g ( s h o wn o n lin e 2 5) .

NO T E: Co mme n t all f ilte rs to s e n d all ite ms to th e s ys te m lo g .

e . Co n f ig ure an y o th e r L in ux s ys lo g s e ttin g s as n e e de d.

4. Save an d e x it th e f ile .

5. I s s ue sudo systemctl restart rsyslog.service to re s tart th e s ys te m lo g g in g s e rvice .

https://www.crestron.com/docs/8912
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Ap p endi x B: O p en S erv er P o rt s
Th e Cre s tro n X iO  Clo ud G ate way s e rve r re quire s th e f o llo win g e x te rn al an d in te rn al po rts to be o pe n
wh ile th e s e rve r is run n in g . Th e s e po rts are o pe n e d wh e n in s tallin g Cre s tro n X iO  Clo ud G ate way .

O pe n Ex te rn al Se rve r Po rts

Po rt N umbe r Se rvice N o te s

8 0 / 443 H TTP/H TTP ( S) ( TCP)

417 9 4 CI P co mmun icatio n ( U DP)

O pe n I n te rn al Se rve r Po rts

Po rt N umbe r Se rvice N o te s

3 3 0 6 MySQ L ( TCP)

50 0 0 W e bA pp lis te n in g me s s ag e s
( U DP)

W e bA pp is th e Cre s tro n X iO  Clo ud G ate way in te rf ace
in to th e we b s e rve r.

( U s e r De f in e d) R e dis ( TCP) De f ault po rt is 6 9 8 0 .

50 0 51 DBA pp lis te n in g me s s ag e s ( U DP) DBA pp is th e Cre s tro n X iO  Clo ud G ate way in te rf ace
in to th e MariaDB databas e .
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Ap p endi x C: M i grat e f ro m
Crest ro n V i rt u al Co nt ro l
Cre s tro n X iO  Clo ud G ate way s o f tware was pre vio us ly a f e ature s ubs e t o f Cre s tro n Virtual Co n tro l
( VC-4)  s o f tware . U s e rs wh o in s talle d th e Cre s tro n X iO  Clo ud G ate way s o f tware as part o f a VC- 4
in s tallatio n s h o uld mig rate to th e s tan dalo n e Cre s tro n X iO  Clo ud G ate way s o f tware as de s cribe d
be lo w.

CAUT I O N:  En s ure th at th e re are n o Cre s tro n Virtual Co n tro l ro o m lice n s e s applie d to th e s e rve r
be f o re mig ratin g f ro m Cre s tro n Virtual Co n tro l to Cre s tro n X iO  Clo ud G ate way s o f tware . A n y
lice n s e s th at are applie d to th e s e rve r af te r mig ratio n will be lo s t. Fo r mo re in f o rmatio n o n
man ag in g Cre s tro n Virtual Co n tro l lice n s e s in th e X iO  Clo ud® s e rvice , in cludin g addin g e x is tin g
lice n s e s back to yo ur lice n s e po o l, re f e r to th e Cre s tro n Virtual Co n tro l Se rve r So f tware Pro duct
Man ual .

Th e re are two me th o ds f o r mig ratin g f ro m VC- 4 to Cre s tro n X iO  Clo ud G ate way s o f tware de pe n din g
o n wh e th e r th e VC- 4 in s tallatio n co n tain s pro g rams o r ro o ms :

l I f run n in g Cre s tro n X iO  Clo ud G ate way s o f tware with in a VC- 4 in s tallatio n th at do e s n o t co n tain
an y pro g rams o r ro o ms , upg rade to th e s tan dalo n e Cre s tro n X iO  Clo ud G ate way s o f tware
packag e as de s cribe d in U pdate th e Cre s tro n X iO  Clo ud G ate way Se rvice o n pag e 6 . A ll Cre s tro n
X iO  Clo ud G ate way de vice s will mig rate f ro m th e VC- 4 in s tallatio n auto matically.

l I f run n in g Cre s tro n X iO  Clo ud G ate way s o f tware with in a VC- 4 in s tallatio n th at co n tain s
pro g rams o r ro o ms , th e s tan dalo n e Cre s tro n X iO  Clo ud G ate way s o f tware packag e mus t be
in s talle d o n a n e w Virtual Mach in e as de s cribe d in I n s tall th e Cre s tro n X iO  Clo ud G ate way
Packag e o n pag e 3 . Th e n , co n tact Cre s tro n True Blue s uppo rt via ph o n e , e mail, o r ch at as
de s cribe d at www. cre s tro n . co m/Suppo rt f o r as s is tan ce with man ually mig ratin g de vice s f ro m th e
VC- 4 in s tallatio n to th e Cre s tro n X iO  Clo ud G ate way s o f tware in s tallatio n .

https://www.crestron.com/docs/8912
https://www.crestron.com/docs/8912
https://www.crestron.com/Support
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